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O n  Octobcr 2, 2W3, Jeff la tspiech,  Don Le;ike, Cheql Bruner, and Sally Lake of IBM 
Corporation mer with the following sraff of the FCC’s Media Bureau and Oftice o f  Strategic 
Planning aiid I’(olicy .halysis: 

hLck Chessen 
4lison Creeiiw,rld 

John W’ong 
T o m  1 Io rm 

13111 Johnsrm 
\m) Nnthan 

Jon,rthm I.e\y 
hkurccn hlclnughlin 

‘The purpow o f  thc meeting was r o  introduce the F%C to xCP (for “eutensible content 
protection”), an lBAl encryption tcchnology which can he used to secure digtal terrestrial 
hroadcast content. IBhl prcsenred writtcn material, two copies ofwhich are attached, to the 
meeting participants. 

In addition t o  prescntlng rhe writtcn mnteridl, 1BiM mAde thc following points: 

xSP is A hrm of “tiro;idcast” encryption technolog) evolved from CPRM’. CPKM IS an 
dpproycd output o f  DTCP’ which is hccoming widcly ncceptcd as content protection for 
physical media Hoth CI’KV and XCP Are relevant to a Broadcast Flag regme, and would 
hypothetically he technologics t o  includc on “Table A’’ I t  IS important that reasonable, 
oblective mterln bc est;hlished to guide the development of content protection technologes 
rcquired as parr o f  thc Broadcast Flag regme 4 transparent process of self-certification 
would b e  most rfficienr fur  qualifying technologes to “’l‘ahle *\’’ ’Ihere are strong 
prccedents i i i  t h y  1.1’ industry for cffective self-certification This process was used 
successfullv tor homologition a i d  emlssion testlng ~ both instances where failure to comply 
would makc i h i c e s  work poorly o r  not at all. 

“Brondc‘lst” cncryprion 17 ,I cryprclgraphic term that describcs a specific type of enctyption 
thdt does not requirc an exchxnge o f  infmmation between devices. xCP allows 
circumventing dcx ices to tw selectively eliminated (have their keys revoked), without 

’ CPRM wuids for (:ontent Protechon f o r  Reconlablc ,Me& 
~- ~- 

’ DTCP stands for Digital Transmissioii Conkxu Protection i 2, C ’ C ’ ’ , 3 P  -;.tt.2 l&fj ~ UfJ.~~ 
k t  A 3 C !5 E 



.ifkcring compliant devices Response to a broken key set is two p'xt: In the case uf pre- 
recorded media, the time period hctween the break ;and key renewal is completely under the 
Control o f  the coritcnt owner, who cnn trade off the cost of rcmastenng his contcnt agdinst 
the seriousness o f  the attack I n  the case of blank record;ll,le media, the media manufacturer 
is obligated h y  his license t o  update his rnedla when new revocation is required H e  is 
dllowed somc l a d  time, 50 his mmufactunng process cm remain efficient. The nee  system 
employed by xCP provides hillions o f  keys - more than the total number of devices 
manufactured during the life o t  the system This helps reduce the cost of providing copy 
protection T h e  renewahility o f x C P  is \wry artractise to content owners - t h e  system can 
n o t  I J ~  in& useless by o n ?  or cycn many clever hackers, who might bc colluding. While 
lBLl I)elieves the stnndard definition of"home network" remains to be worked out  among 
;dl srnkeholdcrs, thc design oExCP ;illows a policy decision h y  the stakeholders to specify the 
number oider ices  which would hc part o f  the system. 

xc1' can be thougilt of as one  c(imponent of '1 full s emce  diptal nghts management System 
(DRZ9 
tlows. Suppnrt function.; wch  'is contcnt protechon tools, website function from which 
con ten t  c m  tie s d d  or  Iiccnscd, clearinghousc Functlon or a licensing sewer which approves 
thr  purch;isr o r  liccnse of content, ,ind a contcnt sewer where content IS stored before it IS 

sold ;ire nlso features s(:P is well suited to h e  a part oi a 1)RM system 

I H M  has A long history o f  doing ledding research In cr).ptoplphy. 'l'his research led to  the 
crration CJF the I l n t a  Encryption Stmdard (DES), which has been an international standard 
for many year.;. The copy protection technology developed by IBM responds to the needs 
otcustomcrs, mnny ofwhi im arc in the contcnt business Copy protection activity in the 
,\lcdi;i nrid Imtert,iinment industry is serslng as an incubator for technology applicatlons 
which can bc used ,tcross 
art. importmt issue5 

I n  Accordance with Section 1.1206 of  the Federal (:ommunications Comrnmlon Rules, this 
orignal .md one ropy ,ire provided to your office rl copy of this letter IS helng delivered to 
each of thc PCC px t i r s  listed nhove 

Full-sen~icc LIKiZl hns end-to-end covcmge of the system through which the davd 

wide \,iriety o t  industry sectors where privacy or confidcnbality 

cc. Ibck Chessen 
.?Ason Grccnwald 
John Wong 
'Tom I loran 
h11 Johnson 
I\m) Unthdn 
Johnathm I r s y  
hfaureen \lcJaughIin 



xCP Presentation to the FCC 
Purpose of the meeting. Introduce the FCC 

to xCP, an encrvption technology that can 
secure broadcast flag marked content 

From IBM’s letter to the FCC (February, 2003) on the Broadcast Flag: 
Secure Home Networks are technically feasible and should be flexible: 
IBM believes the notion of establishing a logical Home Network is technically feasible. 
IBM specifically has been working on technologies that enable authorized domains. 
In particular, IBM has submitted a new encryption technology (xCP) to the Digital 
Video Broadcast (DVB) standards body - the European body currently developing 
standards for Home Networking. This technology is consistent and compatible with 
the approach used in the 4C solution, and provides consumers with the capacity to 
take their home network licensed content away from home on portable media. 
believes this technology can be made to work in concert with other technologies to 
create a n  environment where authorized content can move in a flexible use model 
and enable new business models for content companies, consumer device producers 
and service providers. 

IBM 



xCP Presentation to the FCC 

Some Notes for Clarity and Understanding: 
- While IBM is making some bold assertions, we realize that the FCC 

does not have to accept them 
IBM is making this presentation in the interest of making progress 
in protecting copyright content 

- IBM fully realizes that the term “Table A” is an artifact of the BPDG 
Report and that the approved list of technologies will probably be 
called something different 

- IBM also fully realizes that the FCC will develop a Table A process 
that is fully transparent 

This presentation is not an attempt to circumvent any such 
process 
Several content organizations recommended that IBM make the 

FCC aware of xCP and its capabilities 



xCP Presentation to the FCC 

xCP is a broadcast encryption technology, 

xCP can be used to secure content in 
that is an evolution of 4C CPRM 

multiple media types: 
- Portable, writable, physical media 

-Wide area networks 
- Home networks 

(writable DVD, memory cards, mini-disks) 



xCP Presentation to the FCC 

Cipher - C2 
Proprietary - 64 bit 

Kev Manaqement 
Media key matrix 
Suited to recordable media 

xCP is an evolution of 4C CPRM and 
should be included on Table A 

b Cipher - AES, DES, 3-DES 
Industry standard - 128 bit 

Kev Manaqement 

Suited to multiple uses 
b Media key tree 

- Cipher now an international industry standard 
- Key management space has been expanded 
I I I 

CPRM XCP 

I I I 



xCP Presentation to the FCC 

CPRM may become part of Table A as an approved output of DTCP 
CPRM is a well accepted encryption technology, even though it may not 
meet all of the proposed criteria 
- Over XXX licensees, including most major CE companies 
- Over YYY licenses in force 
- Over ZZZ million devices implemented with CPRM 
- Warner Music Group and Universal Music Group are licensed content 

participants 
- 6 major Japanese record companies have recently announced that they will 

release 100 new DVD Audio titles that will be protected by the version of 
CPRM for pre-packaged content 

Since xCP is an evolution of CPRM, but can be used to protect a broader 
menu of media types, it should also be considered for inclusion on 
Table A 



“B roadcas t E nc ryp t i o n” 

Refers to one-way key management (key 
management without a handshake) 
-As opposed to a public-key based system. 

Like CPRM before it, xCP is fundamentally 
based on a broadcast encryption 
-New (Crypt0 2000) tree-based media key block; 

- Automatically protects storage 
equivalent in revocation power to public,. key 

Storage devices do not have to participate; e.g., “Internet 
locker” allowed 



System Renewability 
Each device assigned individual set of keys 
Revocation of compromised keys 
-Allows compliant devices to calculate secret 

- Revoked keys calculate incorrect Media Key 

and pre-recorded media 

“Media Key” 

MKB periodically updated (through broadcast 

Compromised 
[Revoked) Device 

_ _ - -  _ _ - -  
_ _ - - -  _ _ - - -  

Device 2 

Compliant Devices 

Device 1 

Device 3 

V 
- 



Bit-by-bit Copies 
Use of identifier in determining key ensures that 
bit-by-bit copies won't play 

\ r~ / 
Hash[ Media Key, Identifier B '1 => Decr. Key 

~~ 

Hash[ Media Key, m] => Encr. Key 
t 4 t b 

CPRM / CPPM 
Content 

COPY 



IBM’s Perspective on Home Networking 
Today, there are two types of content protection 
schema’s 
- Point solutions - watermarking, analog copy protection 
- DRM systems - EMMS, Windows Media, Real 
Neither of these satisfies the requirements for 
end-to-end content security 
IBM is offering the following concept: 
- Architected end-to-end solution 
- Open interfaces 
- Governed by licensing 
- Multiple content protection technologies 
- Compute efficient client solution based on broadcast 

e n  crypt ion 



Home Entertainment - ................................................................................................... Network 

analogue 
wl wa te rmar l  

CPPM 

one "device" 

set-top box 
for CPSA 
purposes 

m I \ CPRM .. . .. . .......... . . . ... ........... . ... ....... _... 



Two Home Networks 

# 

v 

Key, = Hash[Media key, ID,, auth table,] 
A 

Hash[Media key, ID,, auth table,] = Key, 

Just like CPRM prevents bit-for-bit copies of media, xCP prevents two homes 
from sharing their content. 



IBM Home Networking Demo at 
NAB 2003 - - - - - - - - - - -  

I 
I 

I 
I HorneB 

r - - - - - - - - - -  
I HomeA I I Scenarios: 

STB 
Storage - - J  
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, I  

1. Cluster bootstrap 
2. Content playback 
3. Device join 
4. Playback attempt 

outside cluster 
5. Non-compliant device 

join attempt 
6. Download new content 
7. Revocation information 

update 

2 & 4: 1 minute demo 
!-5: 5 minute demo 
1-71 15 minute demo 



Summary 
xCP is a very versatile and powerful encryption 
technology for use with physical media, wide 
area networks and home networks 
xCP is an evolution of CPRM which is well 
vetted in the marketplace 
- Uses international standard ciphers 
- Expands the key space 

corn munity 

technologies like xCP on Table A 

xCP is highly thought of by the content 

There should be an efficient way of getting 



IBM xCP - Fact Sheet 
Background: 

With the advent ofconsuiner grade digital technology. content such as music and movies are no 
longer bound to the physical media that carries i t .  Thi\ advent presents new challenges to content 
owiiers ~ recoid label\, studios, di\tribution iietworks iind artist\ ~ who want to protect their 
i i i lcl lectuii l  property frorn iiidiscriniinare reproductioii and distribution whi le at the same time 
extracting ecoiioinic benefit\ from chi\ content 

IBM Rcse'irch ha\ developed a powerful and f lexible content protection system code-named xCP 
(cXteiisible Content Protectioiij that has many potential uses, but i s  especially appropriate for 
hoinc networks. xCP 15 consistent with TBM's content protection system architecture (CPSAj. 
The tcchnology I \  based on Broadcast Ei icryption and supports the notion of a trusted domain 
that y o u p s  together several compliant devices Content can move freely among these deviccs, 
hut i t  I \  u\eles\ to devices loca.ted outside o r  the doniaiii xCP provides a cryptographically 
\tronz, yct extremely flex ible inodcl for accers to copy-piotected content within a liornc network. 

Technology Overview: 

uCP provitle\ a \ecurity iircliitccturc for digital inedia whether electronic or physical, and could 
\upport many ne\v foriiiats 

xC'P provicle:.. i l ic scc~ir i ty i i ichitccr~ire to creiite hoiiie networks which al low authorized conlent 
poct:ihility withi i i  a home doindiii a i i t l  acre\\ v i i r io~ is  authorized consumer devices. 

xCP c ~ i i  he l inked wi th  I R M  Wch Service\ techiiolo,gy to provide a platform to l i nk  the 
nccc\\ai.y scrvices IU tie logcthcr physic:il inedia and the logical network architecttire\, enabling 
commerce Scctirity and coiiii i icccc can he linked togcther in a new content ecosystem that does 
not i 'r 'qi i i ie largc cl ient \ide architccturec 

xCP I\ a C'lii\ter Protocol tot- b i o a d ~ b t  eiicryption thiit use\ a media key block sy\tein, and 
illark\ the firht time t l i i i t  bro;idca>t encryption technology ha\ been used in a peer-to-peer 
;tpplicatioii The technology requires l itt le or iio Internet connectlvlty and works by allowln% all 
d i k  device\ \+it I i i i i  a "hoiiic" iietwork to e\t;iblish common inedia keys T h e w  u n i q u e  IDS 
d i \ t i i i y i \ h  each devicz iii the rietuork froin other devices, Ilicreby preventing use (vicwii ig or 
I i \ tci i i i igj  ot the contciit by d e ~ i c e \  otitsidc the network 

uCP Feature\: 

\C'P Suppor l \  pltiz-n-play tuiici ionuli iy, without requiring u<er inrervention, for a l imited number 
u f  de\  ice\ Foi cxaii iple, ;1 u\er r i i i ,o l i l  play crmteiit scainlewly on his home theater in  one room 
u1.a houw Whcii a wirc le \s  ; i~idio playei, lo r  example, I \  pt irchaxd for use in  another room in 
[hc hoti\c, this new dcvicc 'iutoiiiiitically jo i i i \  the dcoiiiain and has x c e s  to the existing conteni 



xCP users have the option of riiari;t:ing their domain, restricting who can join, removing devices 
or rcquesting cxtciisions t o  thc trusted domain to incorporate additional devices. 

xCP support\ i i i t c rmi t tcn~ ly~connectcd  device.; and docr not require online access to central 
\crveis f o i  pl;rybiick, enablin? a wide range of consumer elcctroiiic devices to participate i n  the 
domain 

xCP allows content owners t o  retain coiilrol over the distribution of content I f  a user's friend 
were to dowriload wine of the u\er's files. the conlent would not woi k on the friend's player 
without fint acqtiirii ig an additioniil license 

xCP iilJow\ fm thc jo in ing and \plitting of domains due to marriageldivorce, sharing content 
acrobs a m:-a? rehidence and a suminer home, download/playback on mobile devices including 
ccll phones, PDA5, Iiiternet-based storage locker5 and Personal Video Recorders. 

Relationship of wCP Cluster to the Copy Protection System Architecture: 

............................................................................... 

D - U  

one "device" 
for CPSA 
purposes 

................. 


